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But First...
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A Story

SIEM Alerts Trigger the Response Team
+ Suspicious activity across a series of hosts
Inspection of hosts & network traffic indicate lateral movement

Response Team starts tracking the scent of attackers’ activity
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A Story

SIEM Alerts Trigger Response Team (cont.)
- Analysis indicates attackers staged data on an internal system
Examination of staging system finds no evidence that data left the system

-+ The clean-up begins, but at least no data was lost

“Cheers, Mate!”
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A Story

Or was the scent merely lost...
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Background: DNS
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DNS (Domain Name System)

DNS Overview

- Convert hostnames to IP addresses (& IP addresses to hostnames)
- AngryBobcatsInABox.com —> 10.0.9.117

- Port/Protocol is nearly always open on firewalls

- UDP-based: Order of delivery (or any delivery) is not guaranteed

- |Pv4 & IPv6

- High-latency & low-bandwidth (though caching for performance)

- Because seriously, how many hostnames do you need to look up in the
span of a few microseconds?

PacketWhisper Exfiltration Toolset TryCatchHCF Packet Hacking Village / DEF CON 26



DNS (Domain Name System)

DNS Overview - Query Flow (Oversimplified)

- Client needing a system name’s IP address sends DNS query to local
DNS Server

- Local DNS Server provides the IP address of the desired server if it knows

- If local DNS Server doesn’t know the address, it passes the DNS query to
the other DNS Servers in the DNS hierarchy / chain

- Repeat until system name is matched to IP address

- If no DNS servers can match system name, return failure
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DNS

Domain Name System Query Sequence (lterative)

@e's www.wikipedia.or) root 108.41.0.4

nameserver
/ < Try 204.74.112.1"_>
/6\ Org-
N

nameserver
—Try 207.142.131.234>

204.74.112.1

DNS lterator

wikipedia.org.
nameserver

207.142.131.234

iy
"It's at XXX XX XX XXX" D
__/

Source: https://en.wikipedia.org/wiki/File:Example of _an_iterative DNS_resolver.svg
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DNS

Domain Name System

Root Server]
Root DNS Server
i G TLD Servers
x//./ -\“\\
,-""..n./‘f .\ﬂn.-\"\.

com DNS Server org DNS Server edu DNS Server
7 N % Authoritative
ya - N servers
//_/ \\\ (‘)i \\\ %
.// \\ ! .\‘\
/ "\\
yahoo.com amazon.com ; |

DNS Server DNS Server ieee.org sjsu.edu mit.edu
DNS Server DNS Server DNS Server

Source: https://en.wikibooks.org/wiki/Communication Networks/DNS
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DNS (Domain Name System)

DNS Overview
- Two DNS query types: Iterative & Recursive

- Each DNS label can contain up to 63 bytes, as long as the whole
domain name <= 255 bytes (max 253 bytes in practice)

- A fully qualified domain name (FQDN) is a domain name that is

completely specified with all labels in the hierarchy of the DNS,
having no parts omitted (Ex: angry.bobcats.surprisegifts.com)

- DNS labels are case-insensitive

- “angry.bobcats.com” is same as “Angry.bobCATS.com”
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Other: MDNS

MDNS (Multicast DNS)

- Zero-configuration DNS-compatible service
- UDP Port 5353

- IPv4 & IPv6

- Queries are multicast

- Used for small networks that don’t have a local Name Server
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Other: LLMNR

LLMNR (Local Link Multicast Name Resolution)
- DNS-based service for resolving hosts on same local link
- UDP Port 5355

- |IPv4 & IPv6

- Queries are multicast
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Background: Text-Based Steganography
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Background: Steganography

Steganography

™~

Technical Linguistic
Steganography Steganography

Ty

Semagrams Open Codes

N 1

Visual Text " e
Semagrams Semagrams i Ciphers

i

Null Grille
Cipher Cipher

Source: https://www.garykessler.net/library/fsc_stego.html

PacketWhisper Exfiltration Toolset TryCatchHCF Packet Hacking Village / DEF CON 26


https://www.garykessler.net/library/fsc_stego.html

Background: Steganography

Typical Modern Steganography
-+ Data embedded & hidden in images / digital media
- Well-known vector

- Google for steganography / steganalysis tools

- Restricted to images / digital media as transfer vehicle
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Background: Steganography

Text-Based / Linguistic Steganography

- Examples of hiding data in text
- 1st letter of each line is extracted to reveal message
- Every 7th word

- Codewords in communications
- Use of spacing, fonts, themes
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Background: Steganography

Our Friend: Transforming Data Into Text



Background: Steganography

Advantages of Text-Based Steganography

- Text is a universally transferrable data format

- Tailor ciphers so cloaked data conforms to whitelisted/common traffic
- Evade DLP sensors, prevent untimely alerts
- Difficult to predict and profile the cloaked data, no signatures
- Bypass data whitelisting controls by transforming file into

allowed data

- Use cipher as a form of social engineering attack vs. analyst
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Cloakity Extfiltration Toolset

- Transforms any filetype (e.g. .zip, .exe, .xls, etc.) into a list of
harmless-looking strings

- Lets you hide the file in plain sight, transfer the file without
triggering alerts

- For example, you can transform a .zip file into a list of Pokemon
creatures or Top 100 Websites

- Transfer the cloaked file however you choose, then decloak the
exfiltrated file back into its original form
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Cloakity Extiltration Toolset

Data Loss Prevention (DLP) systems, Multi Level Security (MLS)
devices, and analysts know what data to look out for.

[ NON ) i Sample_Account_Spreadsheet
—|— Sample Accounts
O A B C D E F |
Accounts
Q
1 id team email name password active
2 14 568 samplel@hotmail.com Flavo0@ 059b4db7cdblcbddc3f@e5d95c881597 1
3 8 61 sample2@hotmail.com n@wh3r3 c57aeddaffce62feadbbe61022eb1340 1
X 9% 241 sample3@yahoo. com bobby1983 48238b7f2aa5f76a1d1e119f8942ebe? 1
S 68 77 sample4@yahoo. com billy bee783ee2974595487357e195ef38ca2 1
6 16 21 sample5@gmail. com webux 1aa87e76902e6df9042d17a642d04181 1
7 15 234 sample6@yahoo. com Spar1000 512b53d89adbc7c4754f8a46740e471e 1
8 19 5 sample7@googlemail.com azablade abdcf6cablcbac98858bd31c43116b5 1
9 21 1877 sample8@hotmail.com tincholl 08a7l1ae2e5c9759705cfccolde937ebc 0
10 22 9 sample9@gmail. com Treb b2f2a731476714830d26d2c41d1eb4be 1
11 23 44 samplel@@hotmail. com dati dff161e9637c27f1a%e15c0@d7ae2a8a4 1
12 24 45 samplell@gmail.com henric ca58fe876e97f8563f7f153ad60aa649 1
13 25 47 samplel2@yahoo . com End13ss 7e6b693be239d1ff027f97e44062e768 1
SUM 3,591 AVERAGE 99.75 MIN O MAX 1,877 >




Cloakity Extiltration Toolset

O] ( Cloakify — Python — 82x31

Cloakify — Python — 82x35

Selection: 1
"Hide & Exfiltrate Any Filetype in Plain Sig
==== (loakify a File ==
Written by TryCatchHCF
https://github.com/TryCatchHCF Enter filename to cloak (e.g. ImADolphin.exe or /foo/bar.zip): bounty.zip
(\~==-,
/ =/ Save cloaked data to filename (default: "tempList.txt'): PokemonGoHuntinglList.txt
¢ R data.x1ls image.jpg \ List of
AN G AVAN ImADolphin.exe backup.zip --> sports te Ciphers: . ( Cloakify — Python — 82x40

"N\ \___// LoadMe.war file.doc / b a
S oddrie.war rie.doc eers, ¢ Add noise to cloaked file? (y/n): y

amphibians
belgianBeers
desserts
dessertsArabic
dessertsChinese
dessertsHindi
dessertsPersian

Browse Noise Generators dessertsRussian

Help / Basic Usage dessertsThai

About Cloakify Factory emoji

Exit evadeAV

geocache

Selection: [} geoCoordsWorldCapitals
hashesMD5
ipAddressesTopl100
pokemonGo
skiResorts

starTrek 39.871636 -104.609451 Horsea
statusCodes 40.047236 -104.883651 Growlithe
swedishChef 40.025636 -104.630651 Onix
toplebsites 39.964036 -104.931851 Drowzee
22 - worldBeaches 40.106836 -104.927851 Vulpix
23 - worldFootballTeams 39.845036 -104.685851 Seel
, 39.951836 -104.835051 Hitmonlee
Enter cipher #(1-23): 16 40.095436 -104.629851 Shellder
40.023636 -104.966651 Psyduck
39.805236 -104.854651 Psyduck
39.808236 -104.857051 Poliwag
39.903236 -104.921651 Lickitung
39.965836 -104.862451 Rhyhorn
40.133036 -104.746451 Mewtwo
39.883036 -104.810651 Kabuto
39.817036 -104.917051 Goldeen
39.879636 -104.877651 Vulpix
39.791236 -104.886851 Growlithe
40.045036 -104.635451 Hitmonlee
39.800436 -104.898651 Ekans

==== (loakify Factory Main Menu ==== Noise Generators:
prependEmoji.py
prependID.py
prependLatLonCoords.py
prependTimestamps.py

1) Cloakify a File
Decloakify a File
Browse Ciphers

Coo~NOOTUVL A WNM

Enter noise generator #(1-4): 3

Creating cloaked file using cipher: pokemonGo
Adding noise to cloaked file using noise generator: prependLatLonCoords.py

Cloaked file saved to: PokemonGoHuntinglList.txt

Preview cloaked file? (y/n): y

Press return to continue... I



Sample of Cloakify Ciphers

U Cloakify — bash — 76x22

bash-3.2% ./cloakify.py payload.zip ciphers/worldFootballTeams | tail -20

K61ln Germany
BATE Borisov Belarus

Roma Italy Cloakify — bash — 76x22

Ajax Netherlands
Roma Italy

Saint-Etienne France

Wolfsburg Germany
Villarreal Spain
Rangers Scotland

Saint-Etienne France
Boca Juniors Argentina
Feyenoord Netherlands

Rangers Scotland
Corinthians Brazil
Maribor Slovenia

Internacional Brazil

K61ln Germany
Médlaga Spain

Borussia Mdnchengladbach Germany
Bayer Leverkusen Germany

bash-3.2% I

bash-3.2%$ ./cloakify.py payload.zip ciphers/hashesMD5 | tail -20

447CCO66DE9703CSAEE3FDD3AFOADSED
3B287E2F82D9B57BDA8O1638A21B6EBE
0991756FBCC2D438CDDDO7E7BAII6C4F
2345F10BBI48C5665EFI1F6773B3E45S
0991756FBCC2D438CDDDO7E7BAIIECAF
10B43971A8295F3720F 38FBCDDIDGACE
64B9469496B3012D4E 19F626AC068233
26EQ59C26592E4A078CCB31AFEDF213C
0566F 25FC73E4ACC826C84FF521EDAF7
10B43971A8295F3720F 38FBCDDIDGACE
722EFQ44BF1D7A293440B68A6E7B6721
108B7B6D86873256A1958916035872E9
0566F25FC73E4ACC826C84FF521EDAF7
137609CBF5410CFDC487FC2118FB16AE
5836CAD35828419B754B684A9DA147A0
1F7A1132D93837D2A83E4CABFABA9941
447CCO66DE9703CSAEE3FDD3AFOADSED
@BF2D9B8F392C853EE41F15006A38839
13D1261EFBCEAE62EC6BE5F3257769A4
865BDFOF2727792BCD77C7BESB36C6CA
bash-3.2$ ||

Cloakify — bash — 76x22

bash-3.2% ./cloakify.py payload.zip ciphers/emoji | tail -20

S P90 ICOPEFIARODOOEOBH

Cloakify — bash — 76x22

Cloakify — bash — 76x22

bash-3.2$% ./cloakify.py payload.zip ciphers/ipAddressesTopl@@ | tail -20

216.239.113.172
173.231.140.219
144.198.29.112
98.124.248.77
144.198.29.112
69.63.181.12
74.125.224.181
194.71.107.15
209.200.154.225
69.63.181.12
62.149.24.67
74.125.157.99
209.200.154.225
178.162.238.136
199.59.149.230
131.253.13.32
216.239.113.172
209.31.22.39
64.208.126.67
199.9.249.21
bash-3.2$ |

bash-3.2% ./cloakify.py payload.zip ciphers/belgianBeers | tail -20

Affligem 950 Cuvee
Ypres

La Namuroise
Buffalo Bitter

La Namuroise
Mageleno

La Rulles Blonde
Serafijn Tripel
St. Paul Double
Mageleno

De Koninck Winter
Morpheus Tripel
St. Paul Double
Gordon Finest Copper
Den Twaalf
Limerick

Affligem 950 Cuvee
Floris Framboise
St. Benoit Blonde
Westhoek XX

bash-3.2$ i

Cloakify — bash — 76x22

Cloakify — bash — 76x22

bash-3.2$ ./cloakify.py payload.zip ciphers/pokemonGo | tail -20
Vulpix
Growlithe
Rhyhorn
Slowpoke
Rhyhorn
Zapdos
Horsea
Pidgey
Zubat
Zapdos
Kangaskhan
Drowzee
Zubat
Diglett
Articuno
Geodude
Vulpix
Krabby
Sandshrew
Grimer
bash-3.2$ ||

bash-3.2$ ./cloakify.py payload.zip ciphers/desserts | tail -20

puffs
biscuits
spumoni
toffee
spumoni
lime
streusel
cookie
jelly

lime
hazelnut
marionberry
jelly
pudding
licorice
bun

puffs
souffle
sugar
snickerdoodles
bash-3.2$ ||

Cloakify — bash — 76x22

bash-3.2$ ./cloakify.py payload.zip ciphers/geocache | tail -20
Blazing Star State Trail N 43 © 38.226 W 093 ° 18.541

Minnesota Valley State Recreation Area N 44 ° 39.144 W 093 ° 42.849
Myre-Big Island State Park N 43 © 38.226 W 093 ° 18.541

Zippel Bay State Park N 48 ° 50.891 W 094 ° 50.859

Myre-Big Island State Park N 43 © 38.226 W 093 ° 18.541
Frontenac State Park N 44 ° 31.428 W 092 ° 20.467

Grand Portage State Park N 48 ° 00.200 W 089 ° 35.657
Glendalough State Park N 46 © 19.233 W @95 ° 40.287

Scenic State Park N 47 © 42.700 W 093 ° 34.167

Frontenac State Park N 44 ° 31.428 W 092 ° 20.467

Great River Bluffs State Park N 46 ° 51.919 W 296 ° 28.031
Schoolcraft State Park N 47 © 13.390 W 093 ° 48.252

Scenic State Park N 47 © 42.700 W 093 ° 34.167

Temperance River State Park N 47 © 33.241 W 090 ° 52.498

Hayes Lake State Park N 48 © 38.257 W @95 ° 32.739

Kilen Woods State Park N 43 © 43.858 W 095 ° 04.101

Blazing Star State Trail N 43 © 38.226 W 093 ° 18.541

Garden Island State Recreation Area N 49 ° 10.537 W 094 ° 50.031
Cuyuna Country State Recreation Area N 46 ° 28.724 W @93 ° 58.598
Banning State Park N 46 ° ©9.869 W 092 ° 50.373

bash-3.2$ ||




Cloakify Toolset & Tutorial:

https://github.com/TryCatchHCF/Cloakity/



https://github.com/TryCatchHCF/Cloakify/

Traditional DNS EXxfiltration
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DNS-Based Exfiltration

Traditional DNS Tunneling & Exfiltration
* DNS Tunneling (routing your dataflows through DNS protocol)

- Bypassing wifi paywalls (Browser traffic routed via DNS)
- C&C (Command & Control) traffic for malware / attackers

- DNS-based Data Exfiltration

- Malicious Name Server (NS) receives data via DNS query
fields or subdomain names (data usually encoded)

- Traffic is routed to a malicious NS controlled by the attackers
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Typical DNS-Based Exfiltration

Data to Exfil Encoded / Encrypted Data

Encode/Encrypt
#

admin:myP@sswd123
bob:Summer2018!
alice:hiE&(#j4jomVcro%

Append Evil Server’s Name

Happy Hacked Box

DNS Query w/ FQDN
(Payload as subdomain)
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Typical DNS-Based Exfiltration

DNS Query w/ FQDN Evil Name Server
(Payload as subdomain)

Extract subdomain payload

Encoded / Encrypted Data Exfiltrated Data

Decode/Decrypt
#

admin:myP@sswd123
bob:Spring2018!
alice:hiE&(#j4jomVcro%

Repeat entire process in DNS Query-sized chunks until exfiltration complete
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Problems With Traditional DNS Exfiltration
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Problems With Traditional DNS Exfiltration

Detection
- Giant red flags for SIEM alerting & SOC analysts
-+ Weird-looking encoded strings as subdomains / fields

- Non-standard DNS Name Server
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Problems With Traditional DNS Exfiltration

Attribution
- Relies on a DNS Name Server controlled by attackers

- “Trall of breadcrumbs” back to attackers’ infrastructure
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Problems With Traditional DNS Exfiltration

Resiliency
- Point of failure / counterattack
- SOC blacklists attackers’ Name Server

- IT enforces whitelisted DNS Name Servers

PacketWhisper Exfiltration Toolset TryCatchHCF Packet Hacking Village / DEF CON 26



Now for the Fun Stuff...
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Combining DNS Queries &
Text-Based Steganography

PacketWhisper Exfiltration Toolset TryCatchHCF Packet Hacking Village / DEF CON 26



DNS Queries & Text-Based Steganography

Let’s work through this...
- DNS queries look up system names
- Cloakify turns files into any list of strings we choose

- So if we...
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DNS Queries & Text-Based Steganography
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DNS Queries & Text-Based Steganography

So if we...

- Use Cloakify to transform our data into a list of common
system names (ex: www.google.com, www.youtube.com)

- Then generate DNS queries using the list of system names

- We can...
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DNS Queries & Text-Based Steganography

“Yes...”?”
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DNS Queries & Text-Based Steganography

We can...

- Transfer data to *any* system able to see to DNS broadcast
messages (via MDNS, LLMNR)

- Or to any system / appliance that handles DNS query traffic
along the DNS resolution path

-+ Without using DNS query fields usually exploited by DNS exfil
- Without the need for an attacker-controlled DNS Name Server

- Therefore...
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DNS Queries & Text-Based Steganography

“Yesssss!”
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DNS Queries & Text-Based Steganography

Therefore...

- The sending & receiving systems never connect to each other

- Systems connected to the same local network may easily
transfer data

- Or a perimeter router that’s been compromised can potentially
receive data from anywhere in the organization

- If the resolving DNS server / network appliance is external to

the organization & attacker can see query messages (via
network tap, etc.), exfiltration outside the org is possible

PacketWhisper Exfiltration Toolset TryCatchHCF Packet Hacking Village / DEF CON 26



DNS Queries & Text-Based Steganography

(Stamps Foot Loudly...)

- If the resolving DNS server / network appliance is external to
the organization & attacker can see query messages (via
network tap, etc.), exfiltration outside the org is possible
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DNS Queries & Text-Based Steganography

(Coughs Loudly...)
*BGP Hijack”
(Coughs...)
attacker can see query messages (via
network tap, etc.)

(Also trivial if attacker owns / has access to any infrastructure)
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DNS Queries & Text-Based Steganography

DISRUPTIONS, INTERNET INTELLIGENCE | August 3, 2018

BGP / DNS Hijacks Target
Payment Systems

“... these more recent BGP hijacks enabled imposter DNS servers

to return forged DNS responses, misdirecting unsuspecting users
to malicious sites.”

“By using long TTL values in the forged responses, recursive
DNS servers held these bogus DNS entries in their caches

long after the BGP hijack had disappeared — maximizing the
duration of the attack.”

https://blogs.oracle.com/internetintelligence/bgp-dns-hijacks-target-payment-systems
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DNS Queries & Text-Based Steganography

And the only thing stored in the logs are DNS queries
for common system names via approved DNS servers
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PacketWhisper EXxfiltration Toolset
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PacketWhisper

“So hold on, you’re passing data in the open where
everyone can see it, including broadcast mode on local
networks?”

“Why isn’t this tool call ‘PacketShout’?”

I’'m not very good at marketing

Also, data is hidden in the open conversation, like whispers
at a loud vendor party
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PacketWhisper

Reminder: It DOES NOT MATTER whether the FQDN we
query for exists or can be reached

- We’re not looking at the DNS responses at all
- We’re only looking at the DNS queries

- Therefore as attackers we do not need to control a DNS
Name Server to receive the transmitted data

- This Is a critical point, and why PacketWhisper’s technique
can disrupt typical attribution efforts
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PacketWhisper

So anyway, you could do all of this by hand, but it’s always
nice to have a tool that takes care of the details for you

Because life is short and there are shows to binge-watch
We need to perform the following steps:

- Encode payload

+ Create DNS queries

+ Capture DNS requests

- Extract encoded payload from packet capture
- Decode payload
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PacketWhisper

Transmitter

- Cloakify your payload into a list of DNS query targets

-+ Create DNS request for each item in the Cloaked list

-+ Submit Knock-Sequence (if needed) via DNS requests
-+ Submit DNS request for each item

-+ Pause between each DNS request to create timing gap

- Reduces risk of out-of-order UDP requests
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PacketWhisper

Packet Capture

-+ Run packet capture during window of transmission
-+ Use whatever method is most convenient
- Wireshark / tshark
+ tcpdump
- Debug utils
- Use capture filter to minimize irrelevant traffic
-+ UDP Port 53 (DNS) / 5353 (MDNS) / 5355 (LLMNR)
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PacketWhisper

Extractor / Decoder

- Reads packet capture containing transmitted DNS queries
- ldentify Knock-Sequence DNS queries (if used) in pcap
- Extract PacketWhisper DNS queries from pcap

- Pull only those queries that match the cipher used

- Decloakify extracted payload
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PacketWhisper: Transmitting
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Transmitting

Transmitting Options
+ Cipher: Common System Names
- When the requesting host’s IP is available for correlation
- Usually via connecting to the same shared local
network (e.g. wifi network at your favorite coffee

shop or hotel lobby)

- Knock sequence needed to identify the transmitting
host without advance knowledge of its IP address
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Transmitting

; Jlqi i in-li . c®
& cC ® @ GitHub, Inc. (US) | https://github.com/opendns/public-domain-lists 120% O v X Search N\ _ raw.githubusercontent.com/opendns/ X

opendns-top-domains.ixt Update top domains
B op p p p “)-S Q Oalv B 1% e ¥ » =
README.md google.com

facebook.com
doubleclick.net
google-analytics.com
- - akamaihd.net
openDNS Top Domalns Llst googlesyndication.com
googleapis.com
googleadservices.com
. s . - facebook.net
The OpenDNS Top Domains List is the top 10,000 domain names our resolvers all over the globe are receiving que youtube. com

sorted by popularity. twitter.com
scorecardresearch.com

The popularity is defined as the number of unique client IPs having looked up a domain over a 1 hour period. Domi ;‘ﬁ;g?gg;'com

names that we flagged as being used to serve or control malware are removed from the list. googleusercontent.com
apple.com

msftncsi.com
= 2mdn.net

® Open DNS RandOm Sample LlSt googletagservices.com

adnxs.com
yahoo.com
serving-sys.com
akadns.net
bluekai.com
Similar to the OpenDNS Top Domains List, domains that we flagged as suspicious are not present in the list, that ¢ ggpht.com

: rubiconproject.com
used as a benign data set. verisign.com
addthis.com
Both lists are in public domain, and are updated weekly. crashlytics.com
amazonaws . com

They are not meant to replace other public lists in any way. The Top Domains List, in particular, is solely based on [ gi;;;igggg:gg?

 nnvinc and Aancn’t raflant tha nanularibhe afainheitae -1 live.com

The OpenDNS Random Sample List is a random sample of 10,000 domain names.

googletagmanager.com
revsci.net
adadvisor.net
openx.net
digicert.com
pubmatic.com
agkn.com
instagram.com
mathtag.com
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Transmitting

Transmitting Options
- Cipher: Distinct Repeating FQDNSs

- When captured traffic won’t have requesting host’s IP
address available for correlation

- Requires FQDNSs that can be uniquely identified even if
blended with thousands of other systems’ DNS requests

- DNS caching will disrupt transfer if collection point is
upstream from cache
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Transmitting

.Barnett.yoyodyne.com
.Bigboote.yoyodyne. com
4% " .Camp.yoyodyne. com
ée We g ' 7 .Careful .Walker.yoyodyne.com
7 7 W OMCWZOW .Chief.Crier.yoyodyne.com
.Cooper.yoyodyne. com
—E ‘t::::::> .Coyote.yoyodyne. com
§§T~’ .Edwards.yoyodyne. com
_an .Fat.Eating.yoyodyne.com
.Fish.yoyodyne.com
.Fledgling.yoyodyne.com
.Gomez.yoyodyne. com
.Grim.yoyodyne.com
.Guardian.yoyodyne.com
.Icicle.Boy.yoyodyne.com
.Jones.yoyodyne. com
.Joseph.yoyodyne.com
.Kim.Chi.yoyodyne.com
.Lee.yoyodyne.com
.Littlejohn.yoyodyne.com
.Many. Jars.yoyodyne.com
.Milton.yoyodyne.com
.Mud.Head.yoyodyne.com
.Nephew. yoyodyne. com
.Nolan.yoyodyne.com
.0Connor.yoyodyne. com
.Omar.yoyodyne.com
.Parrot.yoyodyne.com
.Rajeesh.yoyodyne.com
.Ready.to.Fly.yoyodyne.com
.Repeat.Dance.yoyodyne.com
.Roberts.yoyodyne.com
.Scott.yoyodyne.com
.Shaw.yoyodyne. com
.Smallberries.yoyodyne.com
.Starbird.yoyodyne.com
.Take.Cover.yoyodyne. com
.Thorny.Stick.yoyodyne.com
.Turk.yoyodyne. com
.Two.Horns.yoyodyne.com
.Web.yoyodyne. com
.Whorfin.yoyodyne.com
.Wood.yoyodyne. com
.Wright.yoyodyne.com
.Ya.Ya.yoyodyne.com

N

YOYODYNE

PROPULSION SYSTEMS !

A GROWING EXCITED COMPANY

LR
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Transmitting

Transmitting Options
+ Cipher: Unigue Non-Repeating FQDNSs

- When DNS caching would prevent visiblility of repeat

DNS queries for same FQDN (i.e. capturing receiver is
upstream from cache)

- Insert randomized elements in subdomain name of
common domain names to bypass cached queries

-+ Can look like usual encoded payloads used in traditional
DNS data exfil, so caution is needed to avoid alerts
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Transmitting

Transmitting Options
- Cipher: Unique Non-Repeating FQDNSs (cont.)

-+ The actual cipher can be a list of common root strings
within the subdomain, so that we can filter on it when
later parsing pcap

- Add randomly generated noise string to root strings
during construction of subdomain for FQDN

- Noise is stripped from root strings during decoding
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Transmitting

Cloudfront services are popular &
conveniently use random-looking

subdomains
So we can use that entropy to
» B https://contextual.media.net Create unlque nOn'repeated
» B https://css-tricks.com . . "
" https://d12z2jf7jlzjs58.cloudfront.net SUbdomalnS, WlthOUt Standlng
M. https://d2c8v52115599u.cloudfront.net .
P https://d2p9191d5g68ru.cloudfront.net OUt Ilke a Sore thumb
M https://dcdcsI55x0411.cloudfront.net
M https://dcdhnxnoaycwm.cloudfront.net
" https://dp8hsntg6do36.cloudfront.net dlzquljlszSS.cloudfront_
> Ol http://ecma-international.org d1z3z6zwbvyp2r.cloudfront.
> W hitps://education.github.com d1zTphi91ijwroo.cloudfront.
d1z2z3f1jws9kg.cloudfront.
d1znhoe@s16480.cloudfront.
. dlziuhxahasnwm. cloudfront.
Cipher Root Random d1zvs4mkuaq2wp.cloudfront.
String Noise Portion dlzbcbkowbqasf.cloudfront.

‘// dlzdngze7s2qo8.cloudfront.
dlzbrsfpa5dsim.cloudfront.

dlz2mql .cloudfront.net d1zf817uf2o3hf.cloudfront.

dlzdrdflv2g9co.cloudfront.
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Transmitting

“So wait, what if more than one person is using the same
PacketWhisper cipher on the same DNS query path?”

- I'd say you have much bigger problems on your hands
- But also, tailor your cipher to be unigque to your ops
- Also creates a unique fingerprint re: your exfil ops, so...
- See instructions on Cloakify Toolset’s GitHub repo for tailoring

- https://github.com/TryCatchHCF/Cloakify
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https://github.com/TryCatchHCF/Cloakify

PacketWhisper: Receiving
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Recelving

Capture Network Traffic

- Wireshark

- Tshark (command line tool used by Wireshark)
- tcpdump (“Old Faithful” of packet capture tools)
- Capture tools on network appliances

- Capture utilities (debug menu) on wall displays / kiosks
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Recelving

No, seriously. Totally a thing.

Cisco Vision Dynamic Signage Solution

Operation and Network Requirements

BrightSign®

(FVRFGTT (MTISE™™ (MeoNTRoD MU (TR MmEe™

Network Capture

Select capture options and click "Start’ to begin

— Source

Ethernet

r~ Output
Capture filename

capture.pcap
Capture time (seconds) 300

Capture number of packets (0 = unlimited) 0

Capture size (0 = whole packet) 0

— Filtering
Filter

Start

Capture Status

Stopped

Refresh Status
www.brightsign.biz | 2015 BrightSign
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Recelving

$ tcpdump port 53 -w exfil traffic.pcap

S tshark -f "src port 53" -n -T fields -e dns.gry.name

No actual need to filter only on DNS query names,
PacketWhisper will perform the matching & data
carving for you from the raw pcap file

Just wanted to show options you may choose for
your ops, minimize size of pcap file, etc.
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Recelving

Must be positioned to capture packet traffic

- Same local network for Broadcast (Multicast) queries
- Same wifi network (capturing device in Promiscuous mode)
-+ Does not work if wifi network configured to isolate traffic
- Name Servers that will process the query
+ Network appliance along DNS query resolution path

- Network tap into DNS query resolution path
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Recelving

Be sure you’re collecting on the right network path

- Usually not a problem until it’s a problem

- Some systems have more than one network interface
- Multi-homed devices (multiple NICs)

- Use dig + trace commands to view transmitter’s DNS
resolution path
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PacketWhisper: Extracting
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Extracting / Decoding

Parse through PCAP file, extract, decode

 Read pcap file containing transmitted DNS queries

- Extract queried system names that match the selected
cipher list

- Knock-Sequence DNS queries (if used) in pcap

+ Unless distinct FQDNs are used (repeating or unique),
there’s no way to correlate DNS-queried system names
from dozens / thousands of other duplicate requests

- Knock sequence serves as trigger signal
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Extracting / Decoding

Parse through PCAP file, extract, decode

- Decloakify extracted payload
- Data is now back to its original form
- No error correction in transmission
- If any UDP DNS query gets lost or delivered out of
order, the transfer will be corrupted

- Can actually be reconstructed by brute-forcing
insertion / swap of missing Base64 char, then
attempting to decode - Easy to script
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Limitations / Operational Tips
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L imitations / Operational Tips

- Selecting your query and collection points
DNS caching can cut off upstream visibility of DNS queries
- Avoiding Duplication of other DNS requests
- It’s the same query pathway for all systems
- Exfiltration Bandwidth

- Slooooooow (compared to just about everything else)
- Not recommended for high-volume data transfers

- Success rewards those with patience
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L imitations / Operational Tips

- NAT Services

- |P addresses sanitized outside of NAT’d perimeter
- Have to rely on unigue FQDNSs to identify PacketWhisper traffic
- Often as simple as using harmless-looking subdomain names

- Can also try uncommon domain names

- VPN Connections Interfere

- Makes sense - it’s an encrypted tunnel all the way to the VPN server

- Receiver needs to be upstream from the VPN'’s exit node

PacketWhisper Exfiltration Toolset TryCatchHCF Packet Hacking Village / DEF CON 26



L imitations / Operational Tips

- Frequency Analysis

- Generates a lot of DNS queries (one query per character)
- Spike in DNS requests would be an investigative lead

- Slowing down query rate helps, but at cost of increased transfer time
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Countermeasures
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Countermeasures

- DNS Server Whitelisting
- Should already be considering this due to traditional DNS exfil ops
-+ Network Isolation
- Sensitive networks may not need firewall open for DNS protocols
- Frequency Analysis
- Though exfiltration using low frequency requests will still be a problem
- "Canary" Data / HoneyData

- Detection after-the-fact is better than none at all
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Countermeasures

- Curious, Persistent SOC / DFIR Analysts

- A superpower for any organization
- DNS Query Whitelisting

- Usually not practical, but a possible fit for highly controlled systems
- Awareness

- DNS queries go all over the place, incl. outside your organization
- Map your DNS traffic within & outside your boundaries

- ID & note DNS query traffic originating from sensitive networks

-+ “The More You Know”
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PacketWhisper Demonstration

Appropriate Tributes @godiributes - Aug 3
DEMOS FOR THE DEMO GOD

Q [ v,
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The demo gods have spoken,
and |o,
they are serious |erks

“Wireshark looking for interfaces”
“Connection failed”

® O PacketWhisper — bash — 65x14

local :PacketWhisper TryCatchHCF$ bash
bash-3.2% 1s

Directory not available

bash-3.2% pwd

Directory not found

bash-3.2$% cd

Directory not found

bash-3.2% cd /
Directory not found /
bash-3.2%

bash-3.2%
Fri Aug 10 08:12:22 PDT 2018
bash-3.2$ |}
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“KHAAAAAAAAAAAAAAAAN!”
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Demo Backup Slides
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PacketWhisper ApPpP

PacketWhisper — Python — 76x33
local PacketWhlsper TryCatchHCF$ ./packetWhisper.py

I\ \

IN\ /\ / /I
- \N_\NV \V /I

< __/ |I_

\ /\ /

N_\___IN__I \/ \/

Exfiltrate / Transfer Any Filetype in Plain Sight
Text-Based Steganograhy & DNS Queries

Written by TryCatchHCF
https://github.com/TryCatchHCF

\~--
/ Q\-"-/)

via

\ C YN ImADolphin.exe backup.zip
"NON\___// LoadMe.war file.doc

‘W
Packet Main Menu ====

Broadcast a File
Extract File from PCAP
Browse Ciphers

Help / Basic Usage
About PacketWhisper
Exit

Selection: |

PacketWhisper Exfiltration Toolset

TryCatchHCF

/ /|

) data.xls image.jpg \

/

Series of
harmless-1looking
DNS queries
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PacketWhisper App

PacketWhisper — bash — 65x11

local PacketWhisper TryCatchHCF$ 1

ciphers/ packetWhisper.py*
cloakify.py* packetWhisperBroadcast.py*
decloakify.py* packetWhisperCapture.py*
dev/

local:PacketWhisper TryCatchHCF$ |
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Applications v Places v Terminal v

File Edit View Search Terminal Help
PacketWhisper#
33634db8e90f

file <p
ir

PacketWhisper Exfiltration Toolset

PacketWhisper App

Mon 11:16 ®

root@discworld: ~/PacketWhisper

D O 0O 000000000 o [
DWW WW W W W wWwww

Qe EF IS E QaQqQE

X "} Expression... + GOV Domains »

Dest Po Protocol

58
58

PO OO0 O({

D O 0O 0000000 (|

Wi-Fi: en0: <live ciYi[e= 3

DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

Info

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query 0x8lca
query @xa@da
query @0xc6f4
query @0x5d75
query 0x3df2
query @xea32
query @0x50ed
query @xddc2
query @0x7f57
query @xc60e
query 0xd258
query @xfabl
query @Oxbe2a
query @xedc3
query 0x1bf9
query 0x1des
query 0x165a
query @x5ac9
query 0xd3d3
query @x6dal
query 0x17bb
query 0xfa48
query 0x4a0a
query 0x45c8
auerv 0x4212

A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
&
A
A
A
A
A
A
A

A

twitter.com OPT

cnn.com OPT
microsoftonline.com OPT
tripadvisor.com OPT
salesforce.com OPT
homedepot.com OPT
americanexpress.com OPT
homedepot.com OPT
wellsfargo.com OPT
google.com OPT
blogspot.com OPT
cnet.com OPT
stackoverflow.com OPT
etsy.com OPT

etsy.com OPT

etsy.com OPT
facebook.com OPT
forbes.com OPT
twitter.com OPT
nytimes.com OPT
twitter.com OPT
americanexpress.com OPT
paypal.com OPT
indeed.com OPT

vice.com OPT

PacketWhisper — bash — 86x16

local :PacketWhisper TryCatchHCF$ ./packetWhisperCapture.py payload_example.tar.Z
Capturing packets...

reading from file xfilARecords.cap, link-type EN1@0MB (Ethernet)

Searching for knock sequence...
Knock sequence detected, extracting cloaked data...
Decloaking file...

Data saved to file

payload_example.tar.Z

local:PacketWhisper TryCatchHCF$ uncompress payload_example.tar.Z
overwrite payload_example.tar? y
local:PacketWhisper TryCatchHCF$ tar xvf payload_example.tar
X payload_example.xls
local:PacketWhisper TryCatchHCF$ md5 payload_example.xls

MD5 (payload_example.xls) = 671a427810bc591¢c37b33634db8e90f8
local:PacketWhisper TryCatchHCF$
local:PacketWhisper TryCatchHCF$ D

TryCatchHCF
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Resources

“Domain Name System”

- https://en.wikipedia.org/wiki/Domain_Name_System
“Cloakify Exfiltration Toolset”

- https://github.com/TryCatchHCF/Cloakify

“PacketWhisper Exfiltration Toolset”

- https://github.com/TryCatchHCF/PacketWhisper

“An Overview of Steganography for the Computer Forensics Examiner”

- https://www.garykessler.net/library/tsc_stego.html

“Detecting DNS Data Exfiltration”

- https://blog.talosintelligence.com/2016/06/detecting-dns-data-exfiltration.html
“Detection of Malicious and Low Throughput Data Exfiltration Over the DNS Protocol”

- https://arxiv.org/pdf/1709.08395.pdf
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PacketWhisper Extiltration Toolset

https://github.com/TryCatchHCF

. ] @TryCatchHCF
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